GeM 7=

Gove Azadi Ka
e Markelp!ace Amrit Mahotsav

i

Bid Number/gyel waies (Rs geam):
GEM/2025/B/6054388
Dated/fgaiar : 08-04-2025

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

29-04-2025 09:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

29-04-2025 09:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

180 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Defence

Department Name/[A#9r & =re1

Department Of Military Affairs

Organisation Name/@316d & =1

Hqids

Office Name/@aie I &l =TH

Skkkskokokkskokkk

%l $Ad/Buyer Email

jdres.ids@nic.in

Total Quantity/pel =T

4

Item Category/#g Bl

Website Application Security Platform Software (Q2)

MSE Exemption for Years of Experience and

Turnover/ 3iHd & auf § THUHS T

No

Startup Exemption for Years of Experience

and Turnover/ 3iHd & auf § FIE3T g

No

Document required from seller/fhar ¥ A
AT &S

Experience Criteria,Certificate (Requested in ATC),OEM
Authorization Certificate

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Do you want to show documents uploaded

by bidders to all bidders participated in No
bid?/
Bid to RA enabled/[s & Ra¥ fiareh afesa foar | Yes

RA Qualification Rule

H1-Highest Priced Bid Elimination

Type of Bid/fds & y&R

Two Packet Bid

Primary product category

Website Application Security Platform Software

Time allowed for Technical Clarifications

during technical evaluation/d&id HAidhad &
SN Ay FAEOT ¥ 3T FHT

2 Days
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Bid Details/f5 faaor

Inspection Required (By Empanelled
Inspection Authority / Agencies pre- No
registered with GeM)

Evaluation Method/fcid Ugfa Total value wise evaluation
Arbitration Clause No
Mediation Clause No

EMD Detail/3uas faaor

Advisory Bank/Tsarssit & State Bank of India

EMD Amount/$uadr I 525000

ePBG Detail/&fidish fazor

Advisory Bank/tsaissil §& State Bank of India

ePBG Percentage(%)/gdtdsh ufaerd (%) 3.00

Duration of ePBG required (Months)/Sdis &Y

14
AT 3afd ().

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./si9 @ erdf & HFHT ST TT & ST I BT FATAT HeINT & forw 95 F ary 34 Fafda gedrast uvgd &
WW%H@HWaﬁaﬁasmﬁﬁﬁmam@Wﬁ%mwuaméﬂm@rﬁwaﬂnﬁ%l =AY o 589 Sifd &
X | AEL @M a1 &

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./3uaE! 3R urea
JATA T, ST TE AT el &, et & gt # gt arfew)

Beneficiary/arandf :

Air Cmde DCyA
kashmir house, Department of Military Affairs, HQIDS, Ministry of Defence
(Air Cmde Ajit Singh)

MII Purchase Preference/ta3N$3nms @ilig adadr

MIl Purchase Preference/TH3MS3ms @lg adiadr Yes

MSE Purchase Preference/taings @lig a¥iddr

MSE Purchase Preference/T#iuds @lig adiIdr Yes
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1. Preference to Make In India products (For bids < 200 Crore):Preference shall be given to Class 1 local supplier
as defined in public procurement (Preference to Make in India), Order 2017 as amended from time to time and its
subsequent Orders/Notifications issued by concerned Nodal Ministry for specific Goods/Products. The minimum
local content to qualify as a Class 1 local supplier is denoted in the bid document. If the bidder wants to avail the
Purchase preference, the bidder must upload a certificate from the OEM regarding the percentage of the local
content and the details of locations at which the local value addition is made along with their bid, failing which

no purchase preference shall be granted. In case the bid value is more than Rs 10 Crore, the declaration relating
to percentage of local content shall be certified by the statutory auditor or cost auditor, if the OEM is a company
and by a practicing cost accountant or a chartered accountant for OEMs other than companies as per the Public
Procurement (preference to Make-in -India) order 2017 dated 04.06.2020. Only Class-I and Class-Il Local suppliers
as per Mll order dated 4.6.2020 will be eligible to bid. Non - Local suppliers as per Ml order dated 04.06.2020 are
not eligible to participate. However, eligible micro and small enterprises will be allowed to participate .The
buyers are advised to refer the OM No.F.1/4/2021-PPD dated 18.05.2023.
OM_No.1_4 2021 PPD_dated_18.05.2023 for compliance of Concurrent application of Public Procurement Policy
for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in India) Order, 2017.

2. Purchase preference will be given to MSEs having valid Udyam Registration and whose credentials are
validated online through Udyam Registration portal as defined in Public Procurement Policy for Micro and Small
Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and
its subsequent Orders/Notifications issued by concerned Ministry. If the bidder wants to avail themselves of the
Purchase preference, the bidder must be the manufacturer / OEM of the offered product on GeM. Traders are
excluded from the purview of Public Procurement Policy for Micro and Small Enterprises and hence resellers
offering products manufactured by some other OEM are not eligible for any purchase preference. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary evidence in
this regard shall be uploaded along with the bid in respect of the offered product or service and Buyer will decide
eligibility for purchase preference based on documentary evidence submitted, while evaluating the bid. If L-1 is
not an MSE and MSE Seller (s) has / have quoted price within L-1+ 15% (Selected by Buyer) of margin of
purchase preference /price band defined in relevant policy, such MSE Seller shall be given opportunity to match
L-1 price and contract will be awarded for 25% (selected by Buyer) percentage of total quantity. The buyers are
advised to refer the OM No. F.1/4/2021-PPD dated 18.05.2023 OM_No.1 4 2021 PPD_dated 18.05.2023 for
compliance of Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012
and Public Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is
validated on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents
submitted.

3. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

4. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:

i. If number of technically qualified bidders are only 2 or 3.

ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.
iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1
v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-MII L-1

Website Application Security Platform Software ( 1 pieces )

(Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/mar: Aot 1 3R Aoft 2 & T 3Nqfdadt & ¥ 3 3edlr Wd I & fow 3Maas)
Technical Specifications/da=lidh fafAfEar

* S peIl AP & a4 As per GeM Category Specification
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/bidding/bid/showCatalogue/aLiYQVaQgTGLqBqhsxy1KcOWzq65KIyGoHOKN811c4w

Specification

Specification Name/fafR® &
arH

Bid Requirement/fds & fow 3mass (Allowed
Values)/3iAd Hed

Basic Information

Category

Software

Software Type

Website Application Security Platform Software

Type of License

Subscription, Perpetual

Number of website
supported by software

600

SLA COMPLIANCE
PARAMETER

Uploaded SLA for Website
Application Security
Platform Software have
been read, seen and
understood completely

Yes

Acceptance of SLA for
Website Application
Security Platform Software
for compliance

Yes

Availability of Security
expert and support 24*7 to
analyze Ddos & other
attack pattern

Yes

Service level Commitments
For Critical Vulnerabilities :
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 2.0 Or lower

Service level Commitments
For High Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 4.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 8.0 Or lower

Service level Commitments
For Critical Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 48.0 Or lower
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Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed

Values)/31d eI

Service level Commitments
For High Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer(
Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
for Management of WAF
rules with Zero False
Positive applied by the
Service Provider (Maximum
in Days)

1.0 - 20.0 Or lower

Service level Commitments
for Manual Pen-Testing to
be done after request
raised by the Buyer
(Maximum in Weeks)

1.0 - 6.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 1 (Maximum in
Hours) (Hint :- Severity 1
defined in the SLA)

1.0 - 2.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 1
(Maximum in Days) (Hint :-
Severity 1 defined in the
SLA)

1.0 - 24.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 2 (Maximum in
Hours) (Hint :- Severity 2
defined in the SLA)

1.0 - 8.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 2
(Maximum in Days) (Hint :-
Severity 2 defined in the
SLA)

1.0 - 10.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 3 (Maximum in
Hours) (Hint :- Severity 3
defined in the SLA)

1.0 - 24.0 Or lower
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Specification Name/faRif¥ & Bid Requirement/fds & fouw 3maas (Allowed
arH Values)/31d eI

Resolution Time for 1.0 - 15.0 Or lower
Software Support Level
Commitment for Severity 3
(Maximum in Days) (Hint :-
Severity 3 defined in the
SLA)

Specification

Uptime Commitment by 99.0 - 100.0 Or higher
Service Provider (Minimum
in %)

FEATURES AND Type of Deployment In- premises

FUNCTIONALITY
PARAMETER Type of Scanning to be Automated Scans

performed

Type of WAF (Web Out of the box Rules
application firewall) Rule to
be provided

Number of Years upto 1,5
which Support is available
from OEM / Franchise
online(WARRANTY)

HARDWARE No of Virtual Machine 3
REQUIREMENTS required to run the
PARAMETERS application

No of application it can 250
handle in correspond to no
of virtual machine selected
in above parameter

Maximum throughput in 2
Gbps

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ i /ehad
= e/ Raifar Address/aa Quantity/ar || Pelivery Days *
ifaerd
1 sofoksorokkokokdok krprkrkrkkkNaew Delhi 1 45

Website Application Security Platform Software ( 1 pieces )

(Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/Haer: Aol 1 3R Aol 2 & i Mqfdadt & 0 3 3Rkl od R F AT 3maas)
Technical Specifications/dalih fafAFAr
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* S Pl R & 33T/ As per GeM Category Specification

Specification

Specification Name/fRA® @
A

Bid Requirement/[s & faT 3maas (Allowed

Values)/3iAd {eA

Basic Information

Category

Software

Software Type

Website Application Security Platform Software

Type of License

Subscription, Perpetual

Number of website
supported by software

600

SLA COMPLIANCE
PARAMETER

Uploaded SLA for Website
Application Security
Platform Software have
been read, seen and
understood completely

Yes

Acceptance of SLA for
Website Application
Security Platform Software
for compliance

Yes

Availability of Security
expert and support 24*7 to
analyze Ddos & other
attack pattern

Yes

Service level Commitments
For Critical Vulnerabilities :
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 2.0 Or lower

Service level Commitments
For High Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 4.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 8.0 Or lower

Service level Commitments
For Critical Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 48.0 Or lower
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https://bidplus.gem.gov.in/bidding/bid/showCatalogue/qYU1aDefD9BBPZQnsnA820fzfFS9edNjMQnrfvcZgtQ

Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed

Values)/31d eI

Service level Commitments
For High Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer(
Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
for Management of WAF
rules with Zero False
Positive applied by the
Service Provider (Maximum
in Days)

1.0 - 20.0 Or lower

Service level Commitments
for Manual Pen-Testing to
be done after request
raised by the Buyer
(Maximum in Weeks)

1.0 - 6.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 1 (Maximum in
Hours) (Hint :- Severity 1
defined in the SLA)

1.0 - 2.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 1
(Maximum in Days) (Hint :-
Severity 1 defined in the
SLA)

1.0 - 24.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 2 (Maximum in
Hours) (Hint :- Severity 2
defined in the SLA)

1.0 - 8.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 2
(Maximum in Days) (Hint :-
Severity 2 defined in the
SLA)

1.0 - 10.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 3 (Maximum in
Hours) (Hint :- Severity 3
defined in the SLA)

1.0 - 24.0 Or lower
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Specification Name/faRif¥ & Bid Requirement/fds & fouw 3maas (Allowed
arH Values)/31d eI

Resolution Time for 1.0 - 15.0 Or lower
Software Support Level
Commitment for Severity 3
(Maximum in Days) (Hint :-
Severity 3 defined in the
SLA)

Specification

Uptime Commitment by 99.0 - 100.0 Or higher
Service Provider (Minimum
in %)

FEATURES AND Type of Deployment In- premises

FUNCTIONALITY
PARAMETER Type of Scanning to be Automated Scans

performed

Type of WAF (Web Out of the box Rules
application firewall) Rule to
be provided

Number of Years upto 1,5
which Support is available
from OEM / Franchise
online(WARRANTY)

HARDWARE No of Virtual Machine 3
REQUIREMENTS required to run the
PARAMETERS application

No of application it can 250
handle in correspond to no
of virtual machine selected
in above parameter

Maximum throughput in 1-50
Gbps

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ i /ehad
= e/ Raifar Address/aa Quantity/ar || Pelivery Days *
ifaerd
1 sofoksorokkokokdok krprkrkrkkkNaew Delhi 1 45

Website Application Security Platform Software ( 1 pieces )

(Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/Haer: Aol 1 3R Aol 2 & i Mqfdadt & 0 3 3Rkl od R F AT 3maas)
Technical Specifications/dalih fafAFAr
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* S Pl R & 33T/ As per GeM Category Specification

Specification

Specification Name/fRA® @
A

Bid Requirement/[s & faT 3maas (Allowed

Values)/3iAd {eA

Basic Information

Category

Software

Software Type

Website Application Security Platform Software

Type of License

Subscription, Perpetual

Number of website
supported by software

600

SLA COMPLIANCE
PARAMETER

Uploaded SLA for Website
Application Security
Platform Software have
been read, seen and
understood completely

Yes

Acceptance of SLA for
Website Application
Security Platform Software
for compliance

Yes

Availability of Security
expert and support 24*7 to
analyze Ddos & other
attack pattern

Yes

Service level Commitments
For Critical Vulnerabilities :
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 2.0 Or lower

Service level Commitments
For High Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 4.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 8.0 Or lower

Service level Commitments
For Critical Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 48.0 Or lower
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https://bidplus.gem.gov.in/bidding/bid/showCatalogue/lPXF_n7knT2VVBUreM1nj7I4Z1AY9WiGh6dRfIRE4-U

Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed

Values)/31d eI

Service level Commitments
For High Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer(
Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
for Management of WAF
rules with Zero False
Positive applied by the
Service Provider (Maximum
in Days)

1.0 - 20.0 Or lower

Service level Commitments
for Manual Pen-Testing to
be done after request
raised by the Buyer
(Maximum in Weeks)

1.0 - 6.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 1 (Maximum in
Hours) (Hint :- Severity 1
defined in the SLA)

1.0 - 2.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 1
(Maximum in Days) (Hint :-
Severity 1 defined in the
SLA)

1.0 - 24.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 2 (Maximum in
Hours) (Hint :- Severity 2
defined in the SLA)

1.0 - 8.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 2
(Maximum in Days) (Hint :-
Severity 2 defined in the
SLA)

1.0 - 10.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 3 (Maximum in
Hours) (Hint :- Severity 3
defined in the SLA)

1.0 - 24.0 Or lower
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Specification Name/faRif¥ & Bid Requirement/fds & fouw 3maas (Allowed
arH Values)/31d eI

Resolution Time for 1.0 - 15.0 Or lower
Software Support Level
Commitment for Severity 3
(Maximum in Days) (Hint :-
Severity 3 defined in the
SLA)

Specification

Uptime Commitment by 99.0 - 100.0 Or higher
Service Provider (Minimum
in %)

FEATURES AND Type of Deployment In- premises

FUNCTIONALITY
PARAMETER Type of Scanning to be Automated Scans

performed

Type of WAF (Web Out of the box Rules
application firewall) Rule to
be provided

Number of Years upto 1,5
which Support is available
from OEM / Franchise
online(WARRANTY)

HARDWARE No of Virtual Machine 3
REQUIREMENTS required to run the
PARAMETERS application

No of application it can 250
handle in correspond to no
of virtual machine selected
in above parameter

Maximum throughput in 2
Gbps

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ i /ehad
= e/ Raifar Address/aa Quantity/ar || Pelivery Days *
ifaerd
1 sofoksorokkokokdok krprkrkrkkkNaew Delhi 1 45

Website Application Security Platform Software ( 1 pieces )

(Minimum 50% and 20% Local Content required for qualifying as Class 1 and Class 2 Local Supplier

respectively/Haer: Aol 1 3R Aol 2 & i Mqfdadt & 0 3 3Rkl od R F AT 3maas)
Technical Specifications/dalih fafAFAr
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* S Pl R & 33T/ As per GeM Category Specification

Specification

Specification Name/fRA® @
A

Bid Requirement/[s & faT 3maas (Allowed

Values)/3iAd {eA

Basic Information

Category

Software

Software Type

Website Application Security Platform Software

Type of License

Subscription, Perpetual

Number of website
supported by software

600

SLA COMPLIANCE
PARAMETER

Uploaded SLA for Website
Application Security
Platform Software have
been read, seen and
understood completely

Yes

Acceptance of SLA for
Website Application
Security Platform Software
for compliance

Yes

Availability of Security
expert and support 24*7 to
analyze Ddos & other
attack pattern

Yes

Service level Commitments
For Critical Vulnerabilities :
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 2.0 Or lower

Service level Commitments
For High Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 4.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Proof of Concept (POC) for
vulnerabilities found
through web application
security scanning
(Maximum in Hours)

1.0 - 8.0 Or lower

Service level Commitments
For Critical Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 48.0 Or lower
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Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed

Values)/31d eI

Service level Commitments
For High Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer
(Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
For Medium Vulnerabilities:
Virtual patches in WAF to
be created if new
vulnerability is discovered
or reported by buyer(
Maximum in Hours)

1.0 - 100.0 Or lower

Service level Commitments
for Management of WAF
rules with Zero False
Positive applied by the
Service Provider (Maximum
in Days)

1.0 - 20.0 Or lower

Service level Commitments
for Manual Pen-Testing to
be done after request
raised by the Buyer
(Maximum in Weeks)

1.0 - 6.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 1 (Maximum in
Hours) (Hint :- Severity 1
defined in the SLA)

1.0 - 2.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 1
(Maximum in Days) (Hint :-
Severity 1 defined in the
SLA)

1.0 - 24.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 2 (Maximum in
Hours) (Hint :- Severity 2
defined in the SLA)

1.0 - 8.0 Or lower

Resolution Time for
Software Support Level
Commitment for Severity 2
(Maximum in Days) (Hint :-
Severity 2 defined in the
SLA)

1.0 - 10.0 Or lower

Response Time for Software
Support Level Commitment
for Severity 3 (Maximum in
Hours) (Hint :- Severity 3
defined in the SLA)

1.0 - 24.0 Or lower
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Specification

Specification Name/fafRf® &
A

Bid Requirement/fds & fouw 3maas (Allowed
Values)/31Ad JT

Resolution Time for
Software Support Level
Commitment for Severity 3
(Maximum in Days) (Hint :-
Severity 3 defined in the
SLA)

1.0 - 15.0 Or lower

Uptime Commitment by
Service Provider (Minimum
in %)

99.0 - 100.0 Or higher

FEATURES AND
FUNCTIONALITY
PARAMETER

Type of Deployment

In- premises

Type of Scanning to be
performed

Automated Scans

Type of WAF (Web
application firewall) Rule to
be provided

Out of the box Rules

Number of Years upto
which Support is available
from OEM / Franchise
online(WARRANTY)

1,5

HARDWARE
REQUIREMENTS
PARAMETERS

No of Virtual Machine
required to run the
application

No of application it can
handle in correspond to no
of virtual machine selected
in above parameter

250

Maximum throughput in
Gbps

Consignees/Reporting Officer/mXRct/Ruifésr 31w and/ T Quantity/arr

Consignee
S.No./&. || Reporting/Officer/ i /ehad
= e/ Raifar Address/aa Quantity/ar || Pelivery Days *
ifaerd
1 sofoksorokkokokdok krprkrkrkkkNaew Delhi 1 45

Buyer Added Bid Specific Terms and Conditions/sar g s a5 Rs & Ry ot

1. Generic
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OPTION CLAUSE: The Purchaser reserves the right to increase or decrease the quantity to be ordered up
to 25 percent of bid quantity at the time of placement of contract. The purchaser also reserves the right to
increase the ordered quantity up to 25% of the contracted quantity during the currency of the contract at
the contracted rates. The delivery period of quantity shall commence from the last date of original
delivery order and in cases where option clause is exercised during the extended delivery period the
additional time shall commence from the last date of extended delivery period. The additional delivery
time shall be (Increased quantity + Original quantity) x Original delivery period (in days), subject to
minimum of 30 days. If the original delivery period is less than 30 days, the additional time equals the
original delivery period. The Purchaser may extend this calculated delivery duration up to the original
delivery period while exercising the option clause. Bidders must comply with these terms.

2. Generic

Malicious Code Certificate:

The seller should upload following certificate in the bid:-
(a) This is to certify that the Hardware and the Software being offered, as part of the contract, does not
contain Embedded Malicious code that would activate procedures to :-

(i) Inhibit the desires and designed function of the equipment.

(ii) Cause physical damage to the user or equipment during the exploitation.

(iii) Tap information resident or transient in the equipment/network.
(b) The firm will be considered to be in breach of the procurement contract, in case physical damage, loss
of information or infringements related to copyright and Intellectual Property Right (IPRs) are caused due
to activation of any such malicious code in embedded software.

3. Buyer Added Bid Specific ATC
Buyer Added text based ATC clauses

ALL ATC AND TECHNICAL SPECIFICATIONS SHOULD BE ACCEPTED.
SOFTWARE SHOULD BE PERPETUAL ONLY.

MAF CERTIFICATE SHOULD BE PROVIDED

4. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

Disclaimer/sx=fa=or

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

4. Creating BoQ bid for single item.
Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.
6. Mandating submission of documents in physical form as a pre-requisite to qualify bidders.

u
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Mar/GEM_2025_B_6054388/CLM0010/SOW_b1253b50-cfab-4b81-a4211741850078494_JD@infra.pdf

7. Floating / creation of work contracts as Custom Bids in Services.

8. Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

This Bid is also governed by the General Terms and Conditions/ Ig 9= @ram=g eraf & a9 off ar¥a &

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws. /S T TTATT AT & WS 26 & TeH I 9T & WY A T AW TR aret ST & = T @l
W Uiy & §I9 H AT & AT A o AT A arel T & s o =X 38 Afder # 05 ¢ & fow gt oy gon
9 a8 0% & aren weH W F wrw toligd @1fds & W97 od AT AT B sqA Iquela FN eem HR B o
Teld =T fFT ST & SHH AUl d el W Y Bl ceeblel HAH B HR Hee & AR 31 T Prfell Hriars
& 3TAIT BT |

---Thank You/4=arg---
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
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